Annex 8

ACCEPTANCE PROCEDURE OF SAMPLE SET 1 TESTING
(test of samples in accordance with the Sec. 104 (b) of the Act)
Prerequisites:
· Sample SET1 provided to Client- 20pcs of white ID1 testing cards, generic initialization with testing generic transport key
· [bookmark: _GoBack]Personalization manual provided together with the sample SET 1 – fully describing all the aspects of the personalization of the chip
· Example of personalization script to be provided together with the sample SET 1 – running the script will fully personalize the ICAO travel application on the chip
The main goal of acceptance testing is to confirm that the samples can be electrically fully personalized in order to achieve the full functionality of the ICAO travel application, supporting following cryptographical functionalities:
· Basic Access Control (BAC)
· Passive Authentication (PA)
· Active Authentication (AA)
· Extended Access Control (EAC)
· Chip Authentication (CA)
· Terminal Authentication (TA)
· Supplemental Access Control (SAC)
Regarding the LDS (version 1.7) structure, the following “user” data groups are required to be available after personalization:
· DG1
· DG2
· DG3
Regarding the personalization script, the following cryptographical parameters and algorithms are preferable to be used:
· RSA for Active Authentication
· NIST-P256 elliptic curves for both Terminal and Chip Authentication
Fully personalized samples will be checked using the application Golden Reader Tool Platinum Edition v 3.0. Sample is considered to be fully functional in case that GRT application doesn’t report any errors or warnings. Following access modes of GRT will be used to read the data out of the chip:
· Standard
· BAC [EAC1]
· PACE [EAC1]
· Autodetect
In case of PACE, both MRZ and CAN will be used to get the access to the chip.
Logfile from GRT application will be exported.
During the acceptance testing of sample SET 1, the support of a Contractor with a flexible reaction time is expected.
