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Annex 7

[bookmark: _GoBack]AFFIDAVIT ON SECURITY REQUIREMENTS

Public Contract Name:
“Innovation of Diffractive Optically Variable Image Device for Electronic ID Cards (eID)”

	Name of Contractor (incl. legal form):
	…………………………

	Registered office:
	…………………………

	Reg. No.:
	…………………………



[bookmark: _Hlk41569183](hereinafter “the Contractor”)

The Point System:

· The minimum level of compliance with security requirements, Security Audit and the technical qualification according 9.4.2 of the Tender Documentation is set by the point system stated above.
· [bookmark: _Hlk48310486][bookmark: _Hlk48310350]A total of 34 points can be obtained (17 requests x 2 points). The minimum level of fulfilment of security requirements, Security Audit and the technical qualification according 9.4.2 of the Tender Documentation is set at 26 points, and in the same time all mandatory (mandatory) requirements must be met (i.e. to receive at least one point for each of the mandatory requirement) – whereas mandatory requirements are numbers 01, 03, 05, 06, 07, 09, 10, 11, 13, 14, 16, 17. 


As a person authorized to act in the name of or for the Contractor, I hereby solemnly declare that the Contractor meets the following requirements regarding the implemented security processes in place to ensure the production security integrity, whereas the Contracting Authority has a right to check the Contractor's security processes according to this affidavit, and that the Contractor holds the below stated certificates:

	No
	Requirements
	Details
	Points scale
	Further description on manner of fulfilling the requirement, including marking, which option (i.e. how many points) is relevant in the case of the Contractor

	01
	A security policy has to be implemented
	The "Security Policy" document according to ISO / IEC 27001 must be adopted and issued by the company's management 
	2 points
	The "Security Policy" document according to ISO / IEC 27001 is adopted and issued by the company's management 
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	The "Security Policy" document is adopted and issued by the company's management, but it is not processed according to ISO / IEC 27001
	

	
	
	
	0 points
	The "Security Policy" document does not exist/ is not processed
	

	02
	The subcontractors for STC order processing have to be security checked  
	
There must documented information from security checks on subcontractors involved in the supply of products to the Contractor under this contract, the check must be carried out every 3 years
	2 points
	There is documented information from security checks on all subcontractors involved in the supply of products to the Contractor under this contract, whereas the check must be carried out every 3 years

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	There is documented information from security checks on only part of subcontractors involved in the supply of products to the Contractor under this contract, whereas the check must be carried out every 3 years 
	

	
	
	
	0 points
	There is no documented information from security checks on subcontractors involved in the supply of products to the Contractor under this contract, 
	

	03
	A system of concluding   of confidentiality agreements with the subcontractors must be adopted
	A system of concluding   of non-disclosure agreements (NDA) regarding production processes including contractual penalty arrangements between the Contractor and the subcontractors directly involved in STC orders must be adopted 

	2 points
	A system of concluding   of non-disclosure agreements (NDA) regarding production processes including contractual penalty arrangements between the Contractor and all the subcontractors directly involved in STC orders is adopted

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	A system of concluding   of non-disclosure agreements (NDA) regarding production processes including contractual penalty arrangements between the Contractor and all the subcontractors directly involved in STC orders is not adopted. NDAs are not signed  with all given subcontractors or NDAs do not contain contractual penalty arrangements


	

	
	
	
	0 points
	NDAs are not signed at all, there is no system adopted. 
	

	04
	A regular internal security audit has to be performed
	Regular internal security audits of own security processes are performed at least once a year and registered 
	2 points
	Internal security audits of own security processes are performed at least once a year and registered 

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	Internal security audits of own security processes are performed and registered, but they are not performed at least once a year

	

	
	
	
	0 points
	Internal security audits of own security processes are not performed
	

	05
	A risk assessment and risk management documents have to be implemented and updated
	A risk analysis according to ISO / IEC 27001 including risk management documents is prepared and regularly updated (at least once a year)
	2 points
	A risk analysis according to ISO / IEC 27001 including risk management documents is prepared and regularly updated at least once a year
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	A risk analysis including risk management documents is prepared, but it is not according to ISO / IEC 27001 or not updated at least once a year

	

	
	
	
	0 points
	A risk analysis is not prepared, or it is prepared but it does not include risk management documents 

	

	06
	An ability to authorized and to deliver the product/service
	There is a functional and actual Business Continuity Plan to ensure continuous supply of products or service according to ISO 22301
	2 points
	There is a functional and actual Business Continuity Plan to ensure continuous supply of products or service according to ISO 22301

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	There is a functional and actual Business Continuity Plan to ensure continuous supply of products or service, but it is not according to ISO 22301
	

	
	
	
	0 points
	There is not a functional and actual Business Continuity Plan to ensure continuous supply of products or service
	

	07
	The security requirements between STC and the Contractor have to be set up and documented
	Security procedures and rules for the production and delivery of services or products for STC must be set up, realised and documented
	2 points
	Security procedures and rules for the production and delivery of services or products for STC are set up, and all of them are being realised and documented

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	Security procedures and rules for the production and delivery of services or products for STC are set up, but not all of them are being realised and documented


	

	
	
	
	0 points
	Security procedures and rules for the production and delivery of services or products for STC are not set up
	

	08
	The supplier’s buildings have to be secured via IDS (Intrusion Detection System), FS (Fire System), CCTV, ACS (Access Control System)
	The supplier's facilities and production facilities must be equipped by defined security systems with connection to the monitoring centre (internal or external)
IDS (Intrusion Detection System)
FS (Fire System) (or a countermeasure, which is set up by the risk analysis)

CCTV (camera system with recording)
ACS (Access Control System)
	2 points
	The supplier's facilities and production facilities are equipped by all defined security systems with connection to the monitoring centre (internal or external)
IDS (Intrusion Detection System)
FS (Fire System) (or a  countermeasure, which is set up by the risk analysis)
CCTV (camera system with recording)
ACS (Access Control System). 
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	No FS (Fire System) is installed and in the same time no countermeasure, which is set up by the risk analysis, is realised. IDS, CCTV with recording and ACS are installed.

	

	
	
	
	0 points
	The supplier's facilities and production facilities is not equipped or realised by all defined security systems (IDS, CCTV, ACS) or it is not connected to the monitoring centre (internal or external)

	

	09
	A space for loading and unloading of goods and materials has to designated
	A space for loading or unloading goods and materials must be marked and operated in security mode (enclosed spaces by building construction and with restricted entry)
	2 points
	A space for loading or unloading goods and materials  must be marked and operated in security mode (enclosed spaces by building construction and with restricted entry)

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	A space for loading or unloading goods and materials is marked and operated in security mode, but only as enclosed spaces by building construction or only by restricted entry when loading or unloading products 

	

	
	
	
	0 points
	A space for loading or unloading goods and materials is not marked and operated in security mode (no enclosed spaces by building construction and no restricted entry when loading or unloading products 
	

	10
	A physical security has to be performed by own employees or by licensed outsourced guards
	A physical security (guarding) must be organized continuously in the Contractor's premises (own employees or external qualified entities). The Contractor's buildings must have adequate perimeter security (fencing) and mechanical security of all entrances minimal grilles on windows, secured entrance-doors.
	2 points
	A physical security (guarding) is organized continuously in the Contractor's premises (own employees or external qualified entities). The Contractor's buildings have adequate perimeter security (fencing) and mechanical security of all entrances (grilles on windows, secured entrance-doors.

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	One of the requirements is not fulfilled. 

	

	
	
	
	0 points
	None of the requirements is fulfilled.
	

	11
	A key management has to be implemented
	The Contractor operates a transparent key mode - registration, allocation and secure storage of the keys
	2 points
	The Contractor operates a transparent key mode - registration, allocation and secure storage of the keys 
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	The key mode does not fulfil all requirements, i.e. registration, allocation or secure storage of the keys 
	

	
	
	
	0 points
	Personnel or different people are allowed to carry the keys away from the Contractor´s premises 
	

	12
	The designated spaces for loading and unloading of goods and material have to be monitored by CCTV
	Spaces for loading or unloading goods and materials must be monitored by a camera system with recording
	2 points
	Spaces for loading or unloading goods and materials is monitored by a camera system with recording 
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	Spaces for loading or unloading goods and materials is monitored by a camera system without recording 
	

	
	
	
	0 points
	Spaces for loading or unloading goods and materials is not monitored by a camera system 
	

	13
	The data have to be storage securely, IT systems regularly audited
	Servers and data storages must be secured against unauthorized access, a system audit must be set up over IT systems, which is described by  documented information.
	2 points
	Servers and data storages is secured against unauthorized access, a system audit is set up over IT systems, which is described by documented information

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	Servers and data storages is not secured against unauthorized access or system audit set up over IT systems is not described by  documented information

	

	
	
	
	0 points
	No system auditi is set up over IT systems  
	

	14
	The IT specialists are employed by supplier
	The Contractor must have own IT specialists 
	2 points
	The Contractor has own IT specialists in all fields

	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	Only security administrators are own employees of the Contractor 
	

	
	
	
	0 points
	None of the IT specialist are own employees of the Contractor
	

	15
	A policy for circulation and evidence of materials is implemented
	
The Contractor operates a functional system for a registration, circulation (in each operation shall be evident the amount of material) and storage of materials in production premises, where the material is secured (e.g. in lockable package or container) for security products STC
	2 points
	The Contractor operates a functional system for a registration, circulation (in each operation shall be evident the amount of material) and storage of materials in production premises, where the material is secured (e.g. in lockable package or container) for security products STC
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	The Contractor operates a functional system for a registration, circulation (in each operation shall be evident the amount of material) for security products STC, but not for storage of materials in production premises, where the material is secured (e.g. in lockable package or container) 
	

	
	
	
	0 points
	The Contractor does not a register/ keep record of material during executing of operations

	

	16
	The policies for access to information systems during and at termination of employment are implemented
	
The Contractor provides controlled access to information including a termination of access to IS after termination of employment including a documentation of these procedures
	2 points
	The Contractor provides controlled access to information including a termination of access to IS after termination of employment including a documentation of these procedures 
	…………………………

2 points / 1 point / 0 points

	
	
	
	1 point
	The Contractor provides controlled access to information including a termination of access to IS after termination of employment but not including a documentation of these procedures 
	

	
	
	
	0 points
	No system on controlling of accesses is implemented 
	

	17
	There is an own staff for processing of STC order
	The Contractor uses own employees to ensure the production of STC products
	2 points
	The Contractor uses own employees to ensure the production of STC products 
	…………………………

2 points / 1 point / 0 points

	
	
	
	0 points
	The Contractor does not use own employees to ensure the production of STC products (but e.g. external agency employees)
	



Note:
ISO/IEC 27001:2013 Information technology - Security techniques - Information security management systems – Requirements

ISO 22301:2019 Security and resilience - Business continuity management systems – Requirements)



Issued certificates (if relevant): 

	No.
	Certificate
	Certificate No.
	 Certificate valid till 

	01
	…………
	…………
	…………

	02
	…………
	…………
	…………
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