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ACCEPTANCE PROCEDURE OF SAMPLE SET 1 TESTING
(test of samples in accordance with the Sec. 79(2)(k) of the Act)
Prerequisites:
· Sample SET1 provided to Client- 40pcs of white ID1 testing cards with the Chips, generic initialization with testing generic transport key
· Personalization manual provided together with the sample SET 1 – fully describing all the aspects of the personalization of the Chip
· Example of personalization script to be provided together with the sample SET 1
The main goal of acceptance testing is to confirm that the samples can be electrically fully personalized, in order to achieve the full electronical functionality of Czech eID.
Specifically, following parameters and compliance of the chip will be evaluated during the acceptance testing:
General scenarios:
	Test case
	Description
	Passed/Failed

	Personalization scenario 1
	Successful authentication into the chip using generic transport key
	

	Personalization scenario 2
	Personalization of Applet 1 (Authentication)
	

	Personalization scenario 3
	Personalization of Applet 2 (Signature)
	

	Personalization scenario 4
	Personalization of user applet (3rd party applet)
	

	User scenario 1
	On-board generation of the RSA/ECC key pairs for qualified electronic signature
	

	User scenario 2
	Import of the RSA/ECC key pairs to the chip for electronic signature
	

	User scenario 3
	Import of the certificate for the electronic signature
	

	User scenario 4
	Creating of an electronic signature
	



For acceptance of delivered samples for testing and for fulfillment of the requirement for testing, the results have to be 100 % “Passed”.
General functionality requirements:
	Required functionality
	YES/NO

	JavaCard OS (JC min. version 3.1, compliant with GP min. version 3.0.4)
	

	Applet loading enabled (according to GP min. version 2.3)
	

	ATR management (full, partial change of ATR)
	

	Support of pre-computed HASH
	

	Compliancy with eIDAS regulation
	

	Compliancy with EN 419211, parts 1, 2, 4
	

	Following the Regulation EU 2019/881 (Cybersecurity Act) and the new EU CC scheme being deployed by ENISA, it is strongly recommended that the card operating system should be able to be patched in documents deployed in the field. 
STC considers this as a mandatory requirement
	



For acceptance of delivered samples for testing and for fulfillment of the requirement for testing, the results have to be 100 % “YES”.
Detailed functionality of Applet 1 (Authentication):
	Required functionality
	YES/NO

	Applet file system support (ISO 7815-4)
	

	Data objects support (ISO 7815-4)
	

	Applet PIN management support (ISO 7816-4) (verify, un-verify, change, unblock)
	

	Global PIN object support (compliance with GP v.2.3)
	

	Local PIN objects management using GPIN
	

	RSA key management (on board key generation, import, erase) up to 4096 bits
	

	RSA asymmetric cryptography (sign, decrypt)
	

	ECC keys management (on board key generation, import, erase) up to 521 bits
	

	Support of standard ECC curves (preferably NIST P521) defined by its oid
	

	Support of generic ECC curves, defined by domain parameters
	

	Asymmetric cryptography with ECC keys (TR-03111: Elliptic Curve Cryptography), Sign + KeyAgreement
	

	Symmetric Secure Messaging with AES-128,192 or 256 bits
	

	Asymmetric Secure Messaging (preferable with ECC keys)
	

	Access rights support for key objects, controlled by Asymmetric Mutual Authentication via CV certificate (Certificate Holder Authorization attribute in CV certificate specified in BSI TR-03110 or similar)
	



For acceptance of delivered samples for testing and for fulfillment of the requirement for testing, the results have to be 100 % “YES”.
Detailed functionality of Applet 2 (Signature):
	Required functionality
	YES/NO

	Applet file system support (ISO 7815-4)
	

	Data objects support (ISO 7815-4)
	

	Applet PIN management support (ISO 7816-4) (verify, un-verify, change, unblock)
	

	Support of MS Session PIN (at least for one PIN object) – preferable functionality
	

	Global PIN object support (compliance with GP v.2.3)
	

	Local PIN objects management using GPIN
	

	RSA key management (on board key generation, import, erase) up to 4096 bits
	

	RSA asymmetric cryptography (sign, decrypt)
	

	Support of HASH algorithm: SHA-1, SHA-256, SHA-384 and SHA-512 (FIPS 180-2)
	

	ECC keys management ((on board key generation, import, erase) up to 521 bits
	

	Support of standard ECC curves (preferably NIST P521) defined by its oid
	

	Support of generic ECC curves, defined by domain parameters
	

	Asymmetric cryptography with ECC keys (TR-03111: Elliptic Curve Cryptography), Sign + KeyAgreement
	

	Symmetric Secure Messaging with AES-128,192 or 256 bits
	

	Asymmetric Secure Messaging (preferable with ECC keys)
	

	Prove of QSCD keys origin – mechanism allowing to prove that the keys were generated on-board, support of cryptographical verification
	



For acceptance of delivered samples for testing and for fulfillment of the requirement for testing, the results have to be 100 % “YES”.
Testing will take place in time according to the schedule set out in Annex No. 5 to Draft Contract.
During the acceptance testing of sample SET 1, the support of a Contractor with a flexible reaction time is expected.
